RECORD OF THE SENATE

MONDAY, FEBRUARY 21, 2000

OPENING OF THE SESSION

At3:14 p-ni., the Senate President, Hon. Blas F. Ople, called

the session to order.

The President. The 62nd session of the Second Regular
Session of the Eleventh Congress is hereby called to order.

Let us all stand for the opening prayer to be led by Sen.
Robert Z. Barbers. After the prayer, the NBI Choral Group will
lead us in the singing of the national anthem. The Choral Group
will also render another song, entitled Mabuhay Ka Pilipino.

Everybody rose for the prayer.
PRAYER
Senator Barbers.

Amanaming lumikha, maramipongsalamatsa Inyong
walang sawang paggabay sa amin sa araw-araw. Nawa
sa aming pagtitipon-tipon ngayong hapon upang
talakayin ang mga isyung kinakaharap ng bansa ay
magkaisa kami sa paniniwala at paninindigan para sa
kapakanan ng aming sambayanan.

Sa pagtupad naming mga senador sa aming mga
tungkulin, ipahiwatig po Ninyo ang tama at -
kapakipakinabang sa lahat at ituro ang maka-nyos at
makataong paglxlmgkod

Noong ang bansang Pilipinas ay nasa kasagsagan
ngproblema saekonomiya ilang taon naang nakararaan,
Kayo, Panginoon, ang naging tanglaw saaming pagtahak
sakadiliman. Ngayong nahaharap kaming mulisailang
pagsubok, nawa ay tulungan Ninyong malagpasan ng

- mamamayang Pilipino ang mga krisis na ito.

Amang makapangyanhan itinataas ko rin sa Inyo
ang lahatngkabataan sabuong mundo. Iwaglitpo Ninyo
sa kanilang mga isipan ang karahasan. Ilayo Ninyo sila
sa pang-aabuso, sa ilegal na droga at krimen." Gabayan
po Ninyo ang mga kabataan tungo sa kabutihan at
turuang magpahalaga at magmahal sa kapwa at sa
mundong kanilang ginagalawan.

Ang lahat ng ito ay isinasamo namm sa matamis na
Pangalan ni Jesus.

Amen.

NATIONAL ANTHEM

Evetybody remained standmgfor thesinging of the national
anthen. .

The President. The Senate would liké to thank the NBI

Choral Group for its inspiring music.

The Secretary will pleése call theroll.

ROLL CALL

The Seéretary; reading:

Senator Teresa Aquino-Oreta ....................Present
Senator Robert Z. Barbers.........coceeeeerennenas Present
_ Scnator Rodolfo G. Biazon........ccceeeerrvnees Present

Senator Renato L. Compaiiero Cayetano ... Present
Senator Anna Dominique M.L. Coseteng ... Present
Senator Franklin M. Drilon Present

Senator Juan Ponce Enrile Present
. Senator Juan M. Flavier .......cccoeunenuee Present
Senator Teofisto T. Guingona Jr. ............... Present
Senator Grcgorlo B. Honasan .......... cereeenes Present
Senator Robert S. JaWOrski.......o.veeerrevneee. Present
Senator Loren B. Legarda-Lcwste ............. Present
Senator Ramon B. Magsaysay Jr. ............... Present
Senator John Henry R. Osmeiia........ creseenes Present
Senator Sergio R. Osmeiia I .................... Present
Senator Aquilino Q. Pimentel Jr.............. ....Present
_ Senator Ramon B. Revilla ........cocvevurvrenene. Absent
Senator Raul S. ROCO .......ccouveverernrerrrerecrenens Present
Senator Miriam Defensor Santiago ............. Present
Senator Vicente C. Sotto Il.......ccoeuveeeenee. .Present
Senator Francisco S. Tatad..........ccouvvurene. Present
The President ......covvverrecniersenrsennersesiseenns Present

The President.. With 2] senators present, there ‘is a

quorum.

The Majority Leader is recognized.

THE JOURNAL

Senator Drilon. Mr. President, I move that we dispense

" The President. Is there any ‘objection?
Senator Guingona. Mr. President. -

The President. The Minority Leader s reédgnized.

with the reading of the Journal of the prev1ous session and
consider it approved. :
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Senator Flavier. Just one questxon, if I may be allowed,
MTr. President.

Is the gentleman referring to the individual amendments

' manifested today forapprovalone by one, butthe total committee
amendments I manifested last week will already be approved
as a whole? :

Senator Drilon.
ments already so that if there are committee and individual
amendments in Section 2, for example, that would now be ap-
‘proved in toto once more. It is now difficult for the Secretariat

to trace which of the committee amendments were subjected to -

individual amendments and which were approved. The commit-
tee amendments, technically, have not yet been approved.

The President. When does the gentleman want to have a
clean draft?

Senator Drilon. If we can have it by tomorrow, Mr. Pres-
ident, we can complete and close the period of amendments by
tomorrow . afternoon, and have this bill approved on Second
Reading by tomorrow. .

The President. The Secretary is requested to prepare a
"new, updated clean draft embodymg all the amendments by

tomorrow.

Senator Drilon. May we also invite the attention of the

Chair that there are amendments subject to style from Senator :

Pimentel which will also be reflected in precise language.

Senator Flavier. Yes. With the help of the Secretariat and
my staff, we shall do our level best to be ready by tomorrow
afternoon, Mr. President.

Senator Drilon. So that the amendments tomorrow will be
approved one by one just because of the technicality that we were
notable toapprove the committee amendments which, atthis point,
may have been amended by mdlvxdual amendments and
approved by the Chamber:

Senator Flavier. I understand, Mr. President, and I
accept.

SUSPENSION OF CONSIDERATION OF S. NO. 1554

Senator Drilon. With thai, Mr. President, I move that we
once more suspend consideration of Senate Bill No. 1554.

The President. Is there any objection? [Silence] There -

being none, the motion is approved.

Together with the individual amend-

S_enator Flavier. /Thank you, Mr. President.
SUSPENSIONOF SESSION

Senator Drilon. I move that we suspend the sessnon for
one minute just to check as to whether Sénator Magsaysay is
ready on the e-commerce bill.

The President. Is there any objection? [Silence] There
being none, the motion is approved.

dtwas4:54p.m..

RESUMPTION OFVSESSION
At5:00p.m., tﬁe session was resumed.
The President. The session is resumed.
The Majority Leader is recognized.

BILL ON SECOND READING
S. No. 1902—E--Commerce Law
(Continuation)

Senator Drilon. Mr. President, I move that we resume
consideration of Senate Bill No. 1902 as reported out under
Committee Report No. 179.

The President. Is there any objection? [Silence] There
bemg none, resumption of consideration of Senate Bill No. 1902
is now in order.

Senator Drilon. Mr. President, we are in the period of
interpellations. May I ask that the committee chairman and
principal sponsor, Sen. Ramon B. Magsaysay Jr., be recognized.

The President. Sen. Ramon B. Magsaysay Jr. is recog-
nized.

Senator Drilon. May Ialso ask that Sen Francxsco S.Tatad
be recogmzed for the interpellation.

The Pressde_nt. Sen. Francisco S. Tatad is recognized.
‘Senator Tatad. Thank you very much, Mr. President.

Will the dxstmgulshed sponsor yleld for a few questions,
Mr. Presxdent"

Senator Magsaysay.. Willingly, Mr. President. '

Senator Tatad. Mr. President, Senate Bill No. 1902 under
Committee Report No. 179 is anew bill that replaces Senate Bill
No. 1523—

431



Interpellations re.S:No,.1902,

RECORD OE:THE SENATE: Uy

¢.Vol. IlI;:No. 62.

Senator Magsaysay, . Thatis true,Mr.-President:; ;. &

Senator Tatad.(:“whichhad béenpréviously reported to the
ChamberunderCommrtteeReportNo 34, 1srtnot‘7 Thismeansthat
théorxgmal brll had been recommrttcdto the committeEBiifinstead
of réporting out thé same? fhig commrttee decrded to re p 'irt buta’

completely new one. Is that corredty! v

£

“M‘agsaysay ) Basrcallﬁ' the statement of the,
senator from Catanduanes is correct ‘However, 80’ percent of the’
content of the original Senate Bill No. 1523 js, based on the
UNCITRAL Trade Law, the United Nations Corrnission on
Internal Trade Law:However;;the; committee deemed it
necessary and has decided to put out a new version, a new
committee report so that.the:matrix .would.be easierito follow
comparing the Singapore, the UNCITRAL, and our own
versions. This is now embodied in Senaté Bill Noi 1902 which is
still basically 80 percent UNCITRAL-based
Lmaingocor 2 wobn

What was the real reason for the
POH2 W 0

IV VA ¥

11\44 s

Senator Tatad.

recommitment, Mt Presrtfent"
STRN BO TS LY ETEIN

Senator Magsaysay. “OWTHE Féason for the recommitment
was ehcrted durmg the perlod of mterpellatrons when the senator

comparmg this Version with the model<law if erms of followmg"
through. He proposed that we go back basrcally 16 th iodel i’
so that when there are q}uestrons to be asked on certain provisions
3312 LR
of the e commerce law, the frame of rcference Would bé the'
model iaw and not our own umque ‘exclusive and x
meaning, having an international standard on whiclito base some
dec1srons if there is a need to

Y
J ur \”i YN

s asirtisd cehimos st e bownld ";.',h i
e J\Seng or, xatttd Was,it not ) possrble to srmply correctt
perceived defects of the orlgmal brll durmg the perrod of
amendments? .. A48 ol el Sasbizast odT

. . oxin

Senator Magsaysay. Initially, what we felt was it would be
casier; but:whenit cametoiour.technical wotking group; we
decided to simplify matters.;We have dec¢idéd towse the bulk of i

the model law

“M.

P e dseehioerd il

Mr. Pre51dent maquuote ourJournal of Februaryl 2000
 with'the’ mterp}zilahon St SERAOTREES. ' It shyd herd 1 E7°
o “SenatorRocohehevedthatthebrllwouldbedr%ﬁcult
to understand considering that Smgapore aw has
different;roots in termsof legal development., He.
mqurred why Smgapore was partrcularly choseninstcad’
+1;0f 1he standardireferenices:Likewise; he:asked;on:the’,
Lifljurispfudence that wotild prevail in legal cases-=:that of 1157
Singapore, thatof the international community by usage,! .14
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».custom, or. convention; or:as;understood by the: Umted
Nations’ agencies. inninestt

.- Senator. Tatad.; That was one,;member’s 1mpressron of the
brll and the commrtteefoungino dlfﬁculty in acceptmgthat In any,
case,lamjusttryingto inquireintot thebasrs oftherecommitment.,

Colofv i
Were fresh committee hearings conducted after the

recommitment of the hill?,;Were :there > any. othenhearmgs"

Coniininen s ial I nns o

uMagsaysay ',There yere no. public”-’

1 ik iy venn SV,
Tatad, Whi/ was tha_? |

BtiIes

auip

q_rql e
sbasrca
4 )l

as the ginal bill’ Based on the pubhe hearmgs ‘Conducted 1ast
year. Itis srmply the way itis presented . Because 80 percent of
Senaté' Bill N6. 1902"is" based ‘on the UNCITRAL Law The
technical working group simply worked on the modél’ Taw, o’
UNCITRAL and came outwrth anew commlttczeyrep'o‘rt h!ased on

e prewous months srgne
POty i FULD 2V

commrttee THembers:

ey 10 hovonngs i anl Iy o

et bis A

Senator Tatad. Mr. President, I undérstand tiie replyof
ourdlstmgurshed colleague ButunderRu]eXI Section32 ofthe

niuue ol N"ZI*J; 4 gl

fih asobs bate!

When a report is returned to a committee -Of is=5)
transmitted to another, unless itis returned for purposcs

otii of conductmg Turther! 'ubhe hcarmgs bn héw méttersf

01/ atising “after: theréport;” fint

connéction therewith shall'be deemed t6-bé'veid and-

that matter in questron shall revert to its original status.

bin tebsetornsd ol o gind odt U0 w0’ sty mdensd

w0 This teans that orice’thereport reverted 1o :the'-»commrtte’c‘,'i
the committee had in its possession an original measure'thatshould:
have been heard, as though therc had been no previous hearings
beforehand ”I think that is'the! correct interpretatron of Rulé¢ XI.
--; Lo ;' o ']?, W 1 )'[\tr( ().‘,} _‘ff\("

RHID & am'notrgomg o town ‘on thrs issue,’ Mr.: Pres;dent siljust:
wanted to'pdintithis out because this isan importanttule;and we:
do not want to create a precedent for future.Iégislationticv o

! 1,Senator, Magsaysay;; I:would-like to mention here that the
Majority Leader took note of this on the query of Scn. Sergio R.:
Osmeiia ITI, on whether Senate Bill No. 1523 would be referred
back tothecommittec.Senator-Drilon clarified thatit would not,
as there were instances in the past where the Body, in order to
facilitate the proceedings, discussed thedraft of abillas of acertain
date without referring it back:to the committee,; In this instance,,
he said that the Rules of the Senate was presumed to have been
suspended to allow:the Body to debateon.a new,draft «That was
the level ofrep]y of the Majorrty :Leader.oitom =03 unon gaisd
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Senator Tatad: .As I'said,:] am not going t6 town on this.
Iam not going to make a federal case. I just wanted to invite
1s.not simply :ainew version; .Jit.cames a.new number _under a
‘new committee report.-So the presumption'is that the committee
did undertake new work'on-the ‘old ‘bill,:to :come out with-a
committee report and a new bill. In any case, this is a friendly
mterpellanon. We are here'to learn. from the sponsor e,

s ] -
YRR TR o I TIPS TARNTS R IR L

We heard the sponsor say; that 80 percent of the original blll
is camed into the new;bill. ; But what, in fact, is the «difference
betWeen the two bxlls" :How.different is the present bill from the

............. s Yy aling

Senator Magsaysay The dlfferences, Mr Presxdent‘7‘

Irageribys V241

3ot T LN G ml,f‘m ...... ¥l

Senator, Tatad ){es «The; sumlantles and dlfferences

RS RN wuihing

e b

Senator Magsaysay Thank you, Mr Presrdent

aepiln

g Btz
y se lmes, sentences orrsec_ttlons }thxat rwe .
present Senate Blll No ]902, aré non-UNCITRAL' I thmk we

have the‘sam

Under Sectron 4,lines 13and 14, wehavealineand ahalf that
are mputted_by the techmcal workmg group TH S es

finx sll! nobTHIS J0noy Lt

497 THen thé def‘ nition of “Computer is not i the model law. ' We
included the definitiofi of: “Computer” on' page 2, linies 21'16 30!

‘wi“Hacking;” which ison page 3.linés 610 10 i$tiot defified in
the modéllaw! But we Have this because of the present problems
that' are actually being. “faced by wiebsites all over the world So
the fést’are UNCITRAL,® up f6'Section’ 20/ ¥ s s

whtett ate

sild o vagag

Senator Tatad. Mr. President, I do not know how many
ofusiare familiar withthe UNCITRAL model law(: Sothé statément
of our distinguished colleague will'need a lotof study before we
‘are able:to'uinderstand-it: 7 I'was thoping-he' wiould ‘beable: to
surmmarize fot us the principles that are contained in‘the previous
bill which have been retained in the present bill and those that
were taken out. If there are any new provisions that were not in
the old bill;'we wouild like to kriow: Just & general sfatement of
pnncxp]es 10 bostonut o ,l;.« P eninyoin v Lonits
: g foi '1l).n,|h ceins linols
-.i:Senator.-Magsaysay.: Thahk you; Mr: President.: In-effect,
what we are stating here is that in the previousversion, 1:Sendte

UHEMIE EVR b G inoniuseis

ot

BillNo:1523; 80 percentofitscontent was based on UNGITRAL
Law, like legal recognition of data message;acknowledgment of
receipt, admissibility of data messages, carriage of goods, validity
of contracts. Governmentiisé ‘is'also’in the’ blder‘version and

éinid also in thils version:: UNCITRAL’does not mclude pena]ttes
Tt incliidss’ penaltres in both'the’ orlglnal and our'vetsion, -~

e Yary e 4 . G e
SAETEDVT adr e wies sttt ol of v QUi ‘l(:'rlllll

fnge SenatOr Tatad. ‘I'will riot press the pomt further, Mr Pres-
ident. It is how clear whil the sponsor is ’saymg, that 80 percent
of the present proposal is coming 'from' the UNCITRAL ‘model
law in electronic commerce.

iwolomiost o o L e

through thé UN process Tor” some “time jGtVen ittfe “time that
elapsed from the" trme ‘this measure ‘was'fir ‘conceived ‘and the
Time it was finlly adopied by the UN Genér lAssernbly, willthe
sponsor kindly tell us whether this law had not; iti‘ fat; been
rendered obsolete by t the rapld developments in technology by
the time it was adopted by the General Assembly" AndWhatever
is the answer of pur dlstmgulshed sponsor, | I would hke to know
' answer is base . : y

2 Uil IR IVR e

Teosr g

Senator Magsaysay Yes Mr Presrdent ﬁasxcally, smce
1996 the developments are technologrcal in nature. ‘The main

;l'atest .0 e_.l‘ of the Smgapore or even 'the :newer'one 0 ,_the
Phllxppmes—to make admrssrble m court electromc documents

Senator Tatad. Mr, President, I. apprecrate the.superiority
of prmc1ples overtechmcaldetarls Butinthecase of information
technology, t the development in technologyhasadlrecttmpacton
the application of prmcnples as I intend to show later.

Srstlent] FA nung v oy el T behdl solnus?

i, Solam mterested in ﬁndmg out whether thislaw; whenitwas
adopted by the UN, was still current in relation ta the state.of the

- art, or has it been left behind by technology even whlle it was

being: adopted by:the UN :General:Assembly?.2iii v

“.l

R R R R R R R TE P T DL v N U BB AT LTSI
- Iam also mterested in ﬁndmg out how many countries have,
infact, adopted the UNCITRAL Law verbanm and whathasbeen

their expenence withi rt ire i o

i
pnran 5o e by

SenatorMagsaysay Thts tsalaw that is technology-neutral

iy
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Meaning, those countries have adopted this law, like Singapore.
I thmk Malaysra also

Senator Tatad. No not Malaysra

‘Senator Magsaysay. “Thailand has its own, although
these 'are not bundled together. I have the Thailand law

“here. Also, the US did not bundle this as Singapore and the

Philippines are trying to do. The core of the UNCITRAL
Law, the model law, is in Chapter II, the application of Legal
Requirements to Data Messages. And these still hold true
msofar as I know, Mr. Presrdent

Senator Tatad So that we can cut into the technolog1ca1
~ meat of this bill, we will now examine how e-commerce is going

*to be affected by this proposed law. Right now, Mr. President,

+ when one wants to buy some books through the Internet, he clicks
on amazon.com, and he places his order and uses his credit card
to consummate the process.: This, I suppose, is one limited form
of e-commerce.

Senator Magsaysay That is correct, Mr. President.

Senator Tatad. But e-commerce goes far beyond retail
mail-order transactions through the computer. It covers
agreements and contracts usmg drgrtal s1gnatures Does it not,
‘Mr. Presrdent" T

Senator Magsaysay." That is correct, Mr. President.

~Senator Tatad. -This is perhaps what we should try to

understand better. But before I propose any technical questions,
I would like to know from the sponsor whether the committee has
on hand a technical expert who mightbeina position to help sort
. out these technical issues. Iknow the sponsor is a well-qualified
technical person ‘But since e-commerce is a new thmg, it should
" be helpful to have a technical expert around.

Senator Magsaysay I think, right now, we have lcgal
specrahsts I do riot have technical experts, although I'will try to
answer the questlons that mxght be asked by the good senator.

‘ “Senator” Tatad Thank you very much, ‘Mr. President.
With that assurance, I now feel encouraged to exhaust my
curiosity on this measure.

Mr.'Pres'ide'nt, e-commerce is supposed to replace face-to-
face transactions in an increasingly paperless society. For this
reason, the central issue which an e-commerce law must address—
andIhopethisisthe pointbeing addressed by this measure—ishow
to make sure that people and organizations doing business on the
web are exactly who they clarm to be Would this be a correct
statement? - ° : '
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Senator Magsaysay. _That is correct, Mr. President.

Senator Tatad. Ifthe statementisindeed correct, the question
that logically follows is this: How then does the proposed law
guarantee that people and organizations doing business on the
web are exactly who they claim to be?

Senator Magsaysay Mr Presrdent it is not anymore
different from ordering through the catalogs, let us say, during
the earlier part of the last century from Sears Roebuck or JC
Penny, lately maybe from Lance End or Eddie Bauer.: These
merchandise companies before and even now put out catalogs.
These are thick books that show the catalog numbers of what
they are selhng—what are avallable ’

By sending this to prospective consumers or users, they are
saying, “Ergo, Sears Roebuck is happy to give you this thick
catalogbookthh all the consumer goods—food garments, textiles

-and even applrances

If one is interested in buying, he calls certain numbers. So
how sure are we that the one who will answer is from Sears
Roebuck, simply because these telephone numbers go to the
Sears Roebuck interchange? When one, for example, wants to

, order six pieces of shirts, 12 pairs of socks, six pieces of neckties,

letussay, he has a total of $80, he is even calling his card number.
Sears Roebuck will say, “Yes, Senator Tatad, we got your card
number. It was approved by the bank whrch issued the card so
we will send it to you

Now, weare just usmg e-commerce, meamng electromc and

the computer and doing the same thing like ordering from

amazon.com, which i isan entity in America, conductmg business

through e-commerce trade and supplymg books.

Soitis up to the consumer to ﬁnd outif there is sucha thing

" as Sears Roebuck or if there is such a thing as amazon.com. Itis

up tothe consumer—as they say, caveatemptor——to findoutifthere
is such an entity and what reputation of rellabrllty ithas. Sothisis
the purpose of the bill, Mr. President. .

Senator Tatad Mr. Presrdent I thank our drstmgulshed
colleague for that answer. I have no difficulty appreciating that -
illustration. But-that, indeed, is a very limited illustration of

- e-commerce. I would like to go a little beyond the mail order

example. .

-Mr.: President, the. bill :itself- speaks of data message,
defined as information generated, sent, received or stored by
electronic optical or similar means, including but not limited to
electronic data interchange (EDI), electronic mail, telegram
telex or telecopy. - .ot
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EDI, in turn, is defined as electronic transfer from computer
to computer of information using an agreed standard to structure
the information. This definition, as far as I can see, is at variance
with our understanding of EDI as the automatic electronic
~ exchange of corporate data, particularly boring, nitty-gritty things
like parts orders, manufacturing instructions, or inventory data.
But we shall return to that later.

My question s as follows:

When we begin to use data messages, we have to
make sure that these messages are indeed accurate,
verified to be complete and unaltered. So the question
that comes to mind is, first, how can this message in fact
be verified to be complete and unaltered?

Second, who does the verification? AN

Third, what electronic means are available to do
that?

These are questions that, I believe, should be answered in
the bill. But there is nothing in the bill that tries to answer these
questions.

Senator Magsaysay. Mr. President, there are various
ways to determine whether a data or document has not been
altered or even damaged during transits. There are such
practices as “Click Redundancy Checks” or CRCs. But pertaining
to e-commerce, the authenticity of the document or message, its
state being unaltered,—meaning it retains its integrity and
reliability—and even the identity of the sender can be verified by
the certificate of authority whichissues the digital certificates that
contain the digital signature. [ do not know if... ‘

Senator Tata\d. Yes. I follow. We are talking of certifica- '

tion authorities.

Senator Magsaysay. Yes, Mr. President.

Senator Tatad. I am happy that this was referred to. There
is no disagreement. The certification authorities issue the digital
certificate that contains the digital signature of the sender.

Senator Magsaysay. . That is correct, Mr. President.

Senator Tatad. They certify that the message is authentic,
that it is. unaltered, and that it is being sent by the originator. We
have no disagreement there. But we have one small problem.
These certification authorities are available in Australia, New

Zealand, Japan and Singapore. Pretty soon, they would be
“available in Hong Kong and South Korea. China, India,

-

-~
Indonesia, and Malaysia are only beginning to consider the
possibility of setting up these certification authorities. Butthose
existing in the countries that T have mentioned are operating
independently of each other and are servmg domestic markets
only.

Of course, this is going to change because technology is
moving so fast. Besides, they are connecting to one another in
order to create international networks of trust for the safe and
secure conduct of cross-border e-commerce. But until then, this
facility does notexistand will notexist for some time in our country.
The question then is: What entity would assume the function of
the certification authorities? Better yet, absent a certification
authority, -how do we expect to conduct e-commerce in this
country with enough conﬂdence that everything is safe and
secure?

Senator Magsaysay.' The gentleman is correct that right
now there is no certification of authority at this stage in our
country. But we expect to be developing this CA in the near
future. Because, No."1, we want companies to choose the
certificate of authorities they can mutually trust. It might be the
government, or it might be nongovernment, or it might be even
an international entity, or it might be combined.

The CA sources will be classified as third party under this
bill. Because this bill does not limit its application to current
technology. As ofthis stage, notany one hasthe highest expertise

onthis.
\

Right now, a trusted source usually issues the certificate of
authority as mentioned by the gentleman from Catanduanes.
Prior to issuing a certificate, the CA will require some proof of
identity. The procedures that a CA uses are codified in a
documentcalled “certificate practices statement.” So, itis ba51cally
on a level of trust.

Ofcourse, the function of the CA, Mr. President, may I repeat
here, is a service interface that handles the process of applying

for a certificate. That is the registration authority.

Senator Tatad. Mr. President, all that informationisindeed
very useful. Butif we do not have the facility in existence in the
country, how do we expect to conduct e-commerce? Would itnot
be impossible to assume the reliability of datamessages if there is
no existing organization that will certify the authenticity of the
message, that will certify that the message has not been altered or
tampered with, and that will also certify that it is being sent by the
original sender? These are the problems. And the bill does not
have anything in it that tells us there is a transitory arrangement
pending the establishment of certification ' authorities in the
country or pending the connection of the mtemanonal networks
to this country. -

435



lnterpel!alions reS. No. 1902

RECORD OF THE SENATE

Vol. IlI, No. 62

Senator Magsaysay. Thatis correct, Mr. President. The bill
does not provide for such an entity that will handle the certificate
of authority because it intentionally intends to have the private
- scctor take the initiative on the certificate of authority. This will

be like whichever entity has the level of trust, whether itis a bank,
orthe Bankers® Association of the Philippines or Bancnet. These
are all privately driven so that at a certain point we are looking at
the ATM now—what is happening—and that eventually, the
people will know that when they go into a BPI express credit or to
a Megalink, or to a Bancnet, there are no laws that govern these,
except maybe some Bangko Sentral rules and regulations. Also,
the public will eventually get to trust the ATM machines as
actually part of electronic commerce.

Senator Tatad. Mr. President, perhaps we can leave that
behind for the moment and go back to it later when we have more
information. I would like to invite the sponsor’s attention to
Section 11 of the bill. In Section 11, wercad:

> - Where the law requires information to be prescnted
orrctained inits original form, that requlrement ismetby
adata message if: : .

(a) there exists a reliable assurance as to the
integrity of the information from the time when it was
first generated in its final form as a data message or

.-otherwise; and : , ) -

(b)where it is required that information be
. presented, thatinformation is capable of being displayed
to the person to whom it is presented.

My question is, what constitutes “reliable assurance?”” Who
vouches for that reliable assurance? In the presentation of the
information, who certifies that the information being displayed has
not been tampered with or altered?

Senator Magsaysay. For that matter, Mr. Presxdent the
. two parties doing the transaction, meaning the supplier and then
the consumer or buyer, would decide what is reliable and still
untampered. Because whenever a transaction is done, there is
always an agreement that the consumer is supposed to read and
understand, and he will have to use his digital signature and say,

“T accept” or I disagree”, “I accept or cancel.” :That is the

aeceptance of the terms and condmons of the transaction.

Senator Tatad ‘Mr. President, what I am trymg to ask is,
‘how does the other party arrive at the decision to accept or to
reject since the element of rehablhty has to be determined first?
‘That is the basis of his accepting or rejecting. What is “reliable
assurance?”. There should be an objective norm perceivable to
the partics concerned.. What is that norm? This is the questlon,
Mr. President.
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Senator Magsaysay. As I mentioned earlier, this is the
functional equivalent of the criteria that is being met. When one
accepts the terms and conditions, that is in itself already the
original documentas longas itretains its integrity. Iknow of other
parties that when they accept these terms and conditions, they will
download and print the document, or they will use rehable
electronic data interchange source. :

~Senator Tatad. Mr. President, I willnot press that point. As
inthe previous point, we can go back toit, I believe, ata later time -
when we would have acquired sufficient information.

I would go to Section 13. In Section i3, we read: :

~ Where the law requires that certain documents,
records or information be retained, that requirement is
met by retaining data messages: Provided, That the

‘ following conditions are satisﬁed:

(a) the mformauon contamed therem is accessible
50 as to be usable for subsequent reference;

(b) the data message is retained in the format in-
which it was generated, sentorreceived, orinthe format
which can be demonstrated to represent accurately the
information generated, sent or received; and

(c) such information, ifany, isretained as itenables ' -
the identification of the original and destination of a data
message and the time when it was sent or received.

I have a couple of questions concerning letter (a). Where
will the retained document be stored? Will it be a trusted third

- party?

Senator Magsaysay. This will be restored in the data base
of the supplier or a trusted third party. :

Senator Tatad. Which is which?
Senator Magsaysay .Either or both

Senator Tatad. Is there no preference" Is thlS practlee
being followed in any jurisdiction?

Senator Magsaysay From my techmcal staff itis bemg
practiced.

- Senator Tatad. Where is it being practiced?

Senator Magsaysay. Tradmg, partners agreement ora

partnership.
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Senator Tatad. I am getting lost.

Senator Magsaysay; May .I try to make it more
understandable.

There is a bigger use of e-commerce rather than just‘

ordering books or appliances or consumer goods.

Senator Tatad. That is true. We never mtended to limit it
to ordering books or appliances.

Senator Magsaysay. Yes, Mr. President. This is business
tobusiness and this isnowbeing practiced by Shoemart. Shoemart
is one of the leaders using e-commerce in its transaction. It has

over 1,500 local suppliers, 500 of which are using e-commerce. .

What does this mean? That Shoemart, withoutneed for any paper
or purchase order or for invoices or statements or proposals, has
embraced the practice of using electronic commerce to place
orders with its suppliers. Copies of these electronic documents
are stored in a third party data bank.

So, in effect, the suppliers—there are 500 of them—have
accepted that their market, Shoemart purchasing office, will no
longer call them but will send their needs through the Internet and
order 1,000 pairs of shoes from a Marikina Valley manufacturer
with the following designs and prices, et cetera.

~ Senator Tatad. Thank you, Mr. President. I think we can
revisit that point later.

Justto continue. Concerning letter (b), who certifies that the

document really came from the originator theréof?

Senator Magsaysay. The third party will certify that
indeed that document...

Senator Tatad. Which is the third party, the certification
authority?

Senator Magsaysay. The third: party might be the

value-added service provider or the VASP, or it could be an ISP

oritcould be avalue-added network or even a bank that is trusted
by the supplier and the buyer, agreed by them through mutual
trust and agreement.

Senator Tatad. This is a very interesting innovative
response. But to the best of our knowledge, in most, if not all,

Jurisdictions, it is the certification authority that provides the. ‘

service. , B

Senator Magsaysay. Well, in our case, there is no
certification authority.
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Senator Tatad. Which we do not have here.

Senator Magsaysay. Yes That is why they have to make
do with a party that they both trust.

Senator Tatad. And should that not be defined in the bill?

Senator Magsaysay. We want to stay away from this to
make the bill as flexible as possible for future developments.
Because it could be that there might be one body or a hundred
bodies that will be accredited, not by the government but by users
and both the consumer and the buyer. And let that entity or those
entities surface based on their dependability, their trust and their
efficiency. :

Senator Tatad. We will, I think, have time to look at that
position a little bit more later, Mr. President.

For now, concerning letter (c). Who determines the date?
From whose point of view will the date be fixed? From the
originator, from the recipient, or from the trusted third party?

Senator Mag#aysély. The third party records the date.
Senator Tatad. Let me cxplaui, Mr. President. This

question arises because two communicating systems might not
have the same time setup in their respective computers. Alse, the

" network of service providers through whom the message was

sent could have a different date as well. A reference date would
have to be agreed upon by the systems involved. . Of course, in
practice, the certification authority has time-stamping capabilities
that can be used both by the originator and the recipient to record
the time of sending and/or receiving of the document.

But in any case, I believe this must be\élearly defined: How

is the date going to be set?

Senator Magsaysay. Indeed, that is true, Mr. President.
If we look at Section 16, line 24, paragraph (4), it says: “as of the
time when the addressec has ‘both recelved notice from the
originator...’

Senator Tatad. Section 18, I believe.

Senator Magsaysay. This is Section 16, line 24. Well, it
may be Section 18. But we can start with Section 16 to define the
attribution of the validity of the data message or messages.

Soinline 24, Section 16, it says here:

(a) as of the time when the addressee has both

received notice from the originator that the data message
isnotthatofthe originator, and hasreasonable time toact
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accordingly; or (b) in a case within paragraph (3)(b), at

any time when the addressee knew or should have

known, had it exercised feasonable care or used any

agreed procedure, that the data message was not that of
" the originator.

' ThlS isonthe vahdlty

Senator Tatad ~Mr. President, I do have a number of
questions still that I would like to ask. But in view of the time
constraint, I will limit myself for now to just probably one more
question before I ask to suspend. But before doing that, I would
like to give our colleague fairnotice that when we meet nexttime,

I shall be asking about digital signatures and the public key

" infrastructure related to digital signatures. These are rather
technically complicated. j

So I would like to give some kind of advance notice that I

would like to dwell on this because it is important to the workings’

of e-commerce

For now, I would just like to ask why hacking is penahzed |

under this bill.

Senator Magsaysay. Is the distinguished gentleman
- asking me now why “hacking” is penalized?

Senator Tatad. Yes, Mr. President.

Senator Magsaysay. First of all, we have to define what'

“hacking”is

Senator Tatad. Yes, the definition of the word “hacking”
appears on page 3. It is a departure from the internationally
accepted definition of hacking. Here, hacking is a criminal act.

“Hacking” is simply any piece of programming often inspired
by the need to solve a work around a specific problem. This is
what a hacker does.. And a hacker is a skilled and dedicated
~ programmer who enjoys exploring the details of programmable
systems and how to stretch their capabilities as opposed to most
. users who prefer to learn only the minimum necessary.

But, of course, in the common argot these days, the word
“hacker” has come to be identified with a computer prankster
- dedicated to achieving unauthorized entry into, say, NASA’s
mission computers just to be able to say he was there. So we have
the popular usage but the scientific technical usage is different
from the popular.

So I have to raise this point because we are writing a law,

and it should be based on scientific 1nformat10n not on the -

argot in the street.

7
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Senator Magsaysay. Yes, Mr. President.

. At this juncture, the Senate President relmqutshed the
Chair to Sen. Juan M. Flavier.

Senator Tatad. Thank you, Mr. I’resident. ’

With that, Mr. President, I would like to ask a suspension of*
my mterpellanon untiltomorrow orwhenever the Majority Leader
would call again thls measure.

Thank you, Mr. Presxdent.

The Presiding Officer [Sen. Flavier]. The Majority
Leader is recognized. - ‘

) Sénatoi' Drilon. Yes, Mr. President. Under those circum-
stances, we take note of the reservation of Senator Tatad to
continue his 1nterpellat10n ata later tlme '

SUSPENSION OF CONSIDERATION OF S.NO. 1902

TInowmove that we suspend con51derat10n of Senate Bxll No
1902 under Committee Report No 179.

The Presiding Officer [Sen. Flavier]. There is'a motion
to suspend consideration of Senate Bill No. 1902 under
Committee Report No. 179. Is there any objection? [Silence]
There being none, the motion is approved.

ACKNOWLEDGMENT OF THE OFFICIAL VISIT
OF LOCAL OFFICIALS FROM ORIENTAL MINDORO

Senator Drilon. Mr. President, before we adjourn, may I
first acknowledge for the record—I do not know if they are still
around but we wish to acknowledge for the record—the local
officials of the provmce of Orlental Mindoro. ‘

The Presiding Officer [Sen. Flavier]. Their presence is

noted. Many of them are in the Senators’ Lounge. The reason
I know is they are waiting for me. [Laughter]

ADJOURNMENT OF SESSION ¢

Senator Drilon. In that case, Mr. President, I move that we
adjourn the session until three o’clock tomorrow afternoon.

The Presiding Officer [Sen. Flavier]. Is there any
objection? [Silence] There being none, the session is adjourned

-until tomorrow, Tuesday, February 22, 2000, at three o’clockin
. the afternoon.

Itwas5:54p.m. - <
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